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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
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1 )Kl Responsive to communication(s) filed on 02/17/2004 . 
2a)D This action is FINAL. 2b)^ This action is non-final. 

3) Q Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4) [3 Claim(s) 1-21 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 
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Application Papers 

$})□ The specification is objected to by the Examiner. 

10)D The drawing(s) filed on is/are: a)Q accepted or b)Q objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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DETAILED ACTION 

1 . This communication is responsive to the application filed 02/14/2007. 
Claims 1-21 are currently pending in this application. 

Examiner requests that Applicant review the application carefully for informalities 
including typographical errors. 

Oath/Declaration 

2. The Office acknowledges receipt of a properly signed Oath/Declaration submitted 
02/17/2004. 

Double Patenting 

3. The nonstatutory double patenting; rejection is based on a judicially created doctrine 
grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment by multiple assignees. See In re Goodman, 1 1 F.3d 
1046, 29 USPQ2d 2010 (Fed. CIT. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 
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(Fed. Cir. 1985); In re van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re 
Uogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 
163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 C.F.R/ 1.321(b) would 
overcome an actual or provisional rejection on this ground provided the conflicting 
application or patent is shown to be commonly owned with this application. See 37 
C.F.R.' 1.78(d). 

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal 
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR 
3.73(b). 

Claims 1-21 are rejected on the ground of nonstatutory obviousness-type double 
patenting as being unpatentable over claims 1-30 of U.S. Pat No. 7, 228, 563. 



Although the conflicting claims are not identical, they are not patentably distinct from 
each other because the claims of the instant application and the claims of patent'563 are 
claiming common subject matter, if not identical subject matter. 
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Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed in the United States 
before the invention by the applicant for patent or (2) a patent granted on an application for patent by another filed in the United States 
before the invention by the applicant for patent, except that an international application filed under the treaty defined in section 351(a) 
shall have the effects for purposes of this subsection of an application filed in the United States only if the international application 
designated the United States and was published under Article 21(2) of such treaty in the English language. 

Claims 1-21 are rejected under 35 U.S.C. 102(e) as being anticipated by Swimmer et al. 
(pub. No.: US 2004/0255163 Al). 

As to claim 1: 

Swimmer teaches a method comprising: stalling a call to an operating system function 
originating from a call module; and determining whether said call module is in a driver 
area of a kernel address space of a memory (see the Abstract; 1fl[001 5-0033; 0041-0078; 
see also, Figs. 2-5 and the associated text). 

As to claim 2: 

Swimmer teaches determining that said call module is not in said driver area during said 
determining (see Figs. 2-5 and the associated text). 
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As to claim 3: 

Swimmer teaches taking protective action to protect a computer system (see Figs. 2-5 and 
the associated text). 

As to claim 4: 

Swimmer teaches providing a notification that said protective action has been taken (see 
Figs. 2-5 and the associated text). 

As to claim 5: 

Swimmer teaches terminating said call (see 0041-0078). 
As to claim 6: 

Swimmer teaches terminating a parent application comprising said call module (see 
0041-0078). 

As to claim 7: 

Swimmer teaches determining whether said call module is a known false positive module 
(see Fig. 2 and the associated text). 
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As to claim 8: 

Swimmer teaches determining that said call module is in said driver area during said 
determining module (see Figs. 2-5 and the associated text). 

As to claim 9: 

Swimmer teaches stalling said call (see Figs. 2-5 and the associated text). 
As to claim 10: 

Swimmer teaches determining that said call module is in said driver area during said 
determining; and allowing said call to proceed (see Figs. 2-5 and the associated text). 

As to claim 11: 

Swimmer teaches determining a location of said call module in said kernel address space 
of said memory (see Figs. 2-5 and the associated text). 

As to claim 12: 

Swimmer teaches determining if a last mode of operation is a kernel mode (see fll 0041- 
0078). 
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As to claim 13: 

Swimmer teaches disabling loading and unloading of drivers into said kernel address 
space (see fflj 0041-0078). 

As to claim 14: 

Swimmer teaches subsequent to said determining whether said call module is in a driver 
area of a kernel address space of a memory, enabling loading and unloading of said 
drivers into said kernel address space (see Figs. 2-5 and the associated text). 

As to claim 15: 

Swimmer teaches said driver area is static (see fflf 0041-0078). 
As to claim 16: 

Swimmer teaches said driver area is dynamic (see Iflf 0041-0078). 
As to claim 17: 

Swimmer teaches keeping said driver area updated as drivers are loaded and unloaded 
from said kernel address space (see 0041-0078). 



Application/Control Number: 10/781,207 



Art Unit: 2194 



Page 8 



As to claim 18: 

Swimmer teaches hooking driver load and unload functions; obtaining loaded driver 
information; determining a driver area in a kernel address space of a memory; and 
determining whether a driver has been loaded into or unloaded from said kernel address 
space, wherein upon a determination that said driver has been loaded into or unloaded 
from said kernel address space, said method further comprising updating said driver area 
(see the Abstract; 1ffl00l5-0033; 0041-0078; see also, Figs. 2-5 and the associated text). 

As to claim 19: 

Swimmer teaches stalling a call to an operating system function originating from a call 
module; and determining whether said call module is in said driver area (see fflj 0041- 
0078). 

As to claim 20: 

Swimmer teaches said driver area is dynamic (see 0041-0078). 
As to claim 21: 

Swimmer teaches a computer-program product comprising a computer readable medium 
containing computer code comprising: a malicious code blocking application for stalling 
a call to an operating system function originating from a call module; and said malicious 
code blocking application further for determining whether said call module is in a driver 
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area of a kernel address space of a memory (see the Abstract; IflfOOl 5-0033; 0041-0078; 
see also, Figs. 2-5 and the associated text). 

Conclusion 

5. The prior art made of record, see PTO 892, and not relied upon is considered pertinent to 
applicant's disclosure. Applicant should review these references carefully before 
responding to this office action. 

Contact Information 

6. Any inquiry or a general nature or relating to the status of this application should 
be directed to the TC 2 1 00 Group receptionist: (571) 272-2 1 00. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to VAN H. NGUYEN whose telephone number is (571) 
272-3765. The examiner can normally be reached on Monday-Thursday from 8:30AM- 
6:00PM. The examiner can also be reached on alternative Friday. If attempts to reach the 
examiner by telephone are unsuccessful, the examiner's supervisor, WILLIAM 
THOMSON can be reached at (571) 272-3718. 
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The fax phone number for the organization where this application or proceeding is 
assigned is (571)273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://padirect.uspto.gov. Should you have 
questions on access to the Private PAIR system, contact the Electronic Business Center 
(EBC) at 866-217-9197 (toll-free). 

Any response to this action should be mailed to: 

Commissioner for patents 
POBox 1450 

Alexandria, VA 22313-1450 




VAN H. NGUYEN 
PRIMARY EXAMINER 



